
 
 
Infusion Device Cybersecurity 
 
Supporting safe and effective delivery of medication is Hospira's priority. In the interest of patient safety, 
Hospira has been actively working with the Department of Homeland Security (DHS) and the U.S. Food 
and Drug Administration (FDA) regarding reported vulnerabilities in our infusion pumps. The company 
has communicated with customers on how to address the vulnerabilities following recent advisories from 
the FDA and DHS. There are no known instances of cybersecurity breaches of Hospira devices in a 
clinical setting. 
 
With the company's global device strategy announced in 2013, Hospira took a proactive approach to 
enhancing our device portfolio. Cybersecurity is one of many areas we've strengthened in developing new 
infusion pumps. For example, our next-generation infusion systems -- the Plum 360™ (now available and 
recently FDA-cleared) and the LifeCare™ PCA 7.0 infusion system (pending FDA clearance) -- were 
designed with further cybersecurity protections in place. 
 
Exploiting cybersecurity vulnerabilities requires penetrating several layers of network security enforced by 
the hospital information system, including secure firewalls. These measures serve as the primary defense 
against tampering, and the infusion systems provide an additional layer of security. 

 
As we have been doing with DHS and FDA for some time, we will continue to investigate any feedback 
we receive on our devices. We will also continue to communicate with customers regarding cybersecurity, 
and software and infusion pump updates and/or enhancements. 

 
Cybersecurity in healthcare devices is an issue that extends beyond infusion pumps. It is critical to 
continue multi-stakeholder dialogue to develop solutions to address this evolving area and Hospira will 
continue to be an active participant in industry discussions on this topic. 
 
Reported Symbiq™ Infusion Device Cybersecurity Vulnerabilities 
 
Supporting safe and effective delivery of medication is Hospira’s priority. In the interest of patient safety, 
Hospira has been actively working with the Department of Homeland Security (DHS) and the U.S. Food 
and Drug Administration (FDA) regarding reported vulnerabilities to potential illegal cyberattacks on our 
infusion pumps, including specific vulnerabilities regarding the Symbiq infusion pump that have been 
included in a recent DHS advisory. 
 
As previously announced as part of Hospira’s broader global device strategy, the Symbiq infusion device 
is being removed from the market. After evaluating reported vulnerabilities, we are communicating with 
customers at the limited number of sites where Symbiq remains in use. We have worked with them to 
deploy an update to the pump configuration to close access ports and put additional cybersecurity 
protections in place. This option provides our Symbiq customers with another layer of security for the 
devices while they remain in the market for another few months. 
 
Symbiq is a uniquely designed pump, and these updates will address reported vulnerabilities specific to 
Symbiq. Hospira is continuing to assess cybersecurity across our product line. For LifeCare PCA™ and 
Plum A+™ infusion device customers, we are communicating with them directly regarding cybersecurity 
mitigations for these products. For our general cybersecurity statement, go here: Infusion Device 
Cybersecurity. 
 
Exploiting cybersecurity vulnerabilities requires penetrating several layers of network security enforced by 
the hospital information system, including secure firewalls. These measures serve as the primary defense 
against tampering with medical devices. The cybersecurity protections on infusion pumps add an 
additional layer of security and play a critical role in providing safe and effective patient care. 

http://phx.corporate-ir.net/phoenix.zhtml?c=175550&p=irol-newsArticle&ID=1813491


With the company’s global device strategy announced in 2013, Hospira took a proactive approach to 
enhancing our device portfolio with new product offerings. Cybersecurity is one of many areas we’ve 
strengthened in developing these new infusion pumps. 
 
As we learn about vulnerabilities, we are committed to continuing to communicate with customers 
regarding cybersecurity, software and infusion pump updates and/or enhancements. 
The Symbiq infusion devices impacted by recent advisories are only in limited use in the United States 
and Canada. 
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